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Published	on	April	29,	2021,	as	mentioned	in	our	previous	article	on	this	topic,	each	Android	user	sooner	or	later	faces	a	similar	request:	This	request	is	shown	when	the	app	requests	a	permit	belonging	to	Google's	classified	permit	group,	such	as	“a	dangerous	permit.	Groups	".	In	total,	there	are	nine	dangerous	permits:	body	sensors,	calendar,
camera,	contacts,	location,	microphone,	telephone,	text	messages,	storage.	For	some	applications,	this	is	normal	and	is	expected	to	need	some	of	these	permits.	For	example,	Messenger	or	Skype	requires	access	to	the	device's	microphone	and	camera	for	all	its	functions	to	function	properly.	No	need	for	applications.	Android	allows	apps	to	request
permits	separately	and	on	request.	However,	some	developers	can	still	request	all	permits	at	the	same	time	using	the	user	habit	of	directly	accepting	all	their	permissions/allow	recommendations.	They	can	enter	technically	unnecessary	permits	with	potentially	abusive	intent.	So	how	to	find	bad	Android	apps?	Although	the	above	-mentioned
dangerous	permits	can	cause	more	damage,	Android	has	many	other	permits	that	are	automatically	assigned	to	the	application	without	the	application	without	user	request.	Most	of	They	are	harmless,	but	some	of	them	can	be	used	to	some	extent	and/or	considered	a	privacy	problem.	We	have	selected	a	total	of	sixteen	(16)	permits	that	we	consider
"suspicious".	This	is	not	an	official	Google	classification,	we	VS	Revo	Group	consider	it	vulnerable	enough	to	justify	the	user's	attention.	These	permits	are:	Bluetooth,	Wi-Fi,	Network,	Sound	Change,	NFC,	Work	Background,	Infrared	Connection,	Biometry,	Vibration,	Application,	Text	Messages,	Sound	Recording,	Phone	Call,	Accurate	Location,
Window	Warning,	Reading/Writing	Settings.	.	Permissions	(excluding	dangerous)	The	app	uses	the	app	page	on	Google	Play.	By	default,	these	additional	permits	are	not	specified	in	Android.	To	illustrate,	the	Android	settings	app	(left)	and	the	Revo	Attime	Resger	(right)	comparison	are	provided	below.	However,	both	are	included	in	the	list	of
dangerous	cameras	and	storage	permitsReleased	in	2021.	As	mentioned	in	our	previous	article	on	this	topic,	each	Android	user	sooner	or	later	faces	a	"dangerous	permit	group".	There	are	nine	dangerous	permits:	body	sensors,	calendar,	camera,	contacts,	location,	microphone,	phone,	text	message	consciousness,	storage.	For	some	programs,	this	is
normal	and	is	expected	to	require	some	of	these	permits.	For	example,	a	program	such	as	Messenger	or	Skype	requires	access	to	the	microphone	and	device	camera	to	function	normally.	On	the	other	hand,	the	player's	game	requires	the	same	permits,	for	example.	Red	flag	because	of	not.	Using	Android,	applications	may	require	permission
separately	and	on	request.	However,	some	developers	may	request	all	permits	at	the	same	time	by	accepting	the	consumer	habit	of	obtaining	permits/solutions	directly	to	them.	Therefore,	they	can	hide	technically	unnecessary	permits	with	possible	malicious	intentions.	How	to	find	malicious	Android	programs?	Although	the	above	-mentioned
dangerous	permits	can	cause	serious	damage,	Android	has	many	other	permits	that	are	automatically	secured.	Program	without	user	calls.	However,	most	of	them	are	benign,	but	some	of	them	can	be	used	to	some	extent	and/or	to	be	considered	confidential.	We	have	selected	a	total	of	16	(16)	releases	that	we	think	are	suspicious.	;	This	is	not	the
official	Google	classification	we	believe	that	VS	-Revo	is	demanding	the	user's	attention.	These	include	resolution:	Bluetooth,	Wi-Fi,	Network,	Audio,	NFC	Modification,	Work	Origin	and	Biometry,	Vibration,	Inn	App,	SMS	SMS,	Sound	Record,	One	Phone,	Accurate	Location,	Warning	Window,	Reading/Reading/Reading/Setting	Writing.	.	Ask	the
Revolution	-	a	place	where	users	can	check	which	of	the	following	additional	permits	(except	dangerous	programs	are	not	counted)	is	the	Google	Play	Program.	By	default,	you	do	not	see	this	list	of	additional	Android	permits.	To	illustrate	Android	(left)	and	Revo	(right)	"Settings"	comparison.	Tomr	both	lists	of	dangerous	cameras	and	a	shuttle	permit,
but	butRevo's	Authorization	Manager	lists	Wi-Fi,	Network,	Vibration,	and	more.	Another	important	point	that	should	not	be	forgotten	is	that	all	additional	permissions	can	be	viewed	and	changed.	Users	automatically	agree	with	you	by	installing	only	applications.	:	//play.google.com/store/apps/details?	Id	=	com.vsrevogroup.revoapmissions	After
starting	the	application,	tap	on	the	item,	you	will	see	a	table	with	all	the	permissions	you	can	change.	If	you	are	using	the	free	version	of	Revo	UpperSiss	Manager,	only	six	categories	(Calendar,	Camera,	People,	Location,	Microphone	and	Phone)	can	be	filtered.	All	three	other	dangerous	authorizations	and	all	sixteen	suspects	require	the	Pro	version.
If	the	child	uses	a	registered	credit	card	or	device	with	a	device	with	a	debit	card	and	requests	transactions,	as	you	change	the	categories	of	different	authorizations	-	application	-	purchase	and	SMS	sending	permissions	to	determine	which	applications	can	have	financial	effects.	Or	applications	that	can	send	special	SMS	that	can	be	more	than	normal
commissions.	Another	example.	You	can	choose	between	Bluetooth,	Network	and	NFC	to	find	all	applications	that	can	be	installed	for	other	devices	and	potentially	sensitive	data.	According	to	the	number	of	applications	filtered,	REVO	mobile	phone	debts	are	based	on	a	number	of	applications	which	series	are	as	follows.	Symbols	are	randomly
selected	from	applications	applied	to	the	filter.	If	you	are	viewing	filtered	applications,	tap	the	following	line	of	symbols.	You	can	see	another	table	containing	all	applications	using	these	specific	permissions.	You	can	select	an	application	to	view	all	authorities	used.	First,	the	dangerous	permissions	are	listed.	We	are	therefore	classified	as	suspicious
(there	is	a	built-in	text	between	the	following	permissions).	The	inactivity	listed	is	the	only	thing	the	application	uses	in	general.	The	permissions	requested	and	active	by	the	application	have	a	check	market.	Permissions	used	by	the	application	but	not	yet	requested	(and	not	provided	by	the	user)	have	nothing	to	do	with	elections.	We	want	each
otherNote	that	you	can	only	change	unsafe	permissions.	You	can	only	view	all	other	editions.	This	is	not	a	defect	of	the	RECO	permission	manager,	but	a	limitation	imposed	by	Android	itself.	Wrapping	the	UPApp	entitlement	during	an	Android	scan	poses	a	real	security	and/or	privacy	risk.	Knowing	in	advance	which	app	might	spread	private
information	or	surprise	you	with	a	purchase	request	can	encourage	users	to	switch	to	a	more	secure	app.	Android	already	provides	tools	to	manage	dangerous	apps.	There	is	no	information	on	all	additional	versions,	except	for	"Dangerous	Nine",	and	its	organizational	and	filter	functions	are	severely	lacking.	This	is	where	the	Revo	authorization
manager	comes	into	play.	It	does	not	control	unsafe	authorizations	and	uses	Android	rather	as	an	integrated	operating	system	restriction,	but	offers	an	excellent	overview	of	all	authorizations	with	intuitive	filters	and	flexible	so	that	users	can	quickly	and	effectively	evaluate	the	condition	of	their	device	and	apps	that	can	be	downloaded	and	installed
REVO	Uppersission	Store	Manager:	https	://play.google.com/store/apps/details?id=com.vsrevogroup.revoApppermissions	Danger	IS	Hidden	on	every	street	corner.	Whether	you	use	a	phone,	tablet	or	computer,	you	should	always	be	vigilant	to	avoid	hacking	and	scams.	This	is	especially	true	for	Android	users	as	dangerous	phishing	campaigns	appear
every	week.	Last	is	PhonePy,	which	features	a	spy	suite	disguised	by	useful	tools.	If	you	have	one	of	these	malware	on	your	phone,	you	should	remove	it	immediately.	Mobile	phone	security	company	Zocestium	recently	revealed	a	targeted	spyware	campaign	called	PhonePy.	As	the	company	explains,	PhonePy	disguises	itself	as	a	standard	mobile	app
designed	to	provide	streaming	videos	to	help	users	learn	yoga	or	browse	their	photo	collections.	But	in	fact,	spyware	is	likely	to	steal	your	Android	phone's	documents,	photos,	videos	and	more.	Android	Phonssy	Spyware	Campaign	This	is	what	happens	if	PhonePy	manages	to	infect	a	device,	according	to	ZPORIUM:	Once	infected,	the	victim's	mobile
device	will	spread	precise	GPS	position	data,	share	photos	and	communications,	contact	lists	and	downloads.	Documents	with	the	order	and	control	server.	Similar	to	other	mobile	spyware	we've	seen,	data	can	be	stolen	from	these	devicesUsed	for	extortion	and	corporate	espionage.	Therefore,	corrupted	actors	could	prepare	notes	for	the	victim,
download	stolen	materials,	and	collect	intelligence	data	information	about	other	evil	practices.	If	you	need	even	more	detailed	education,	this	can	do	with	your	phone	the	Fonespy	application:	a	complete	list	of	applications	installed	on	authentication	data	theft	using	phishing	theft	images	that	monitor	GPS	location.	In	real	time,	send	images	with	the
front	and	rear	cameras	using	the	front	and	rear	camera	access	to	the	camera.	Send	text	messages	to	an	attacker-controlled	phone	number	controlled	by	the	attacker-Exfiltruj	-Text-controlled	device	information	(IMEI,	brand,	brand,	brand,	brand,	brand,	brand,	brand,	brand,	brand,	brand
,Brand,Brand,Brand,Brand,Brand,Brand,Brand,Brand,Brand,Brand,Brand,Brand,Brand,Brand,Brand,Brand,Brand,Brand,Brand	controlled.Name,Device,Android	version),	the	icon	hidden	in	the	device	drawer/menu,	although	it	may	seem	scary,	there	is	several	relatively	good	news.	According	to	Zimperio,	the	team	testing	ZAB	Mobile	threats	found	only
23	Android	applications	in	the	Fonespy	campaign.	It	was	said	that	all	of	these	requests	were	specifically	seen	by	South	Korean	citizens.	So	if	you're	outside	of	South	Korea,	you	might	not	have	a	doubt	yet.	Let's	say	Zpperium	believes	that	thousands	of	South	Korean	victims	have	already	downloaded	malicious	applications.	That	is	why	it	is	so	important
to	pay	attention	to	the	spy	software.	If	you	want	to	learn	more	about	the	Fonespy	Spy	Software	campaign	on	Android,	read	the	Zimperio	blog.	Beware	of	the	dangerous	spy	programs	claiming	that	the	Fonespy	Android	applications	may	be	limited	to	South	Korea,	but	there	are	many	other	global	threats.	For	example,	in	the	past	month,	Google	has
blocked	more	than	150	applications	in	the	Google	Play	Store.	They	were	part	of	a	deceptive	campaign	trying	to	enroll	users	in	expensive	premium	SMS	services.	And	Android	users	unloaded	applications	more	than	10.5	million	times	before	Google	stopped	them.	Malignant	Android	software	is	often	misleading.	For	example,	a	mobile	application	called
ADS	Blocker	promises	to	remove	bad	ads	from	your	phone	that	sometimes	cover	the	screen	when	you	plan	to	access	something	important.	But	people	quickly	discovered	that	the	application	is	nothing	more	than	malicious	software	that	showed	more	ads,	security	researchers	said.	This	is	just	one	example	of	malicious	software	that	can	take	care	of
Android	phone	calls	worrying	about	ads	to	determine	which	creators	get	paid	even	if	they	look	at	unrelated	apps.	Malicious	software	software	also	often	collects	fake	ads,	duplicatescreators.	"They	make	money,"	said	Nathan	Collier,	a	Malwarebytes	Internet	security	researcher	who	helped	recognize	the	fake	ad	blocker	in	November,	"and	that's	the
point."	Researchers	say	advertising	programs	such	as	ADS	blocker	are	the	most	common	types	of	malware	on	Android	devices.	For	advertising	programs,	the	use	of	your	phone	can	be	used	so	uncomfortable	that	you	will	want	to	tear	and	destroy	it,	but	the	Android	malware	can	do	a	lot	of	things	and	worse,	like	stealing	personal	data	from	your	phone.
Malicious	programs	may	disturb	and	prevent	normal	use	of	the	phone	and	cause	anxiety,	even	if	you	are	not	sure	what	the	problem	is.	It	is	also	common.	Malwarebytes	says	that	about	200,000	malware	has	been	detected	in	customer	equipment	in	May	and	June.	So	how	do	you	know	that	your	phone	has	malware	and	how	to	stop	it?	Here	are	some	of
the	advice	of	mobile	malware	experts	on	what	you	can	do.	Because	your	phone	has	a	malware,	mobile	software	usually	uses	one	of	two	ways,	says	Adam	Bauer,	a	security	researcher	on	the	Lookout	for	Mobile	Security.	The	first	type	of	malicious	forces	you	to	provide	permits	to	access	confidential	information.	Protect	your	Android	phone	from	hackers
by	regularly	upgrading	the	software.	Juan	Gamonas	/	Cnet	here	appears	an	ADS	blocking	tool,	and	many	of	the	permits	she	requested	sounds	as	needed	for	the	real	blocking	of	ad.	However,	they	also	allow	the	program	to	be	constantly	operating	in	the	background	and	display	advertising	for	users,	even	when	using	unrelated	programs.	Type	Two	-type
malicious	programs	exploit	the	phone's	vulnerability	and	provides	access	to	confidential	information	by	granting	administrative	rights.	This	reduces	the	need	to	force	consumers	to	press	"OK"	when	requests	are	provided,	so	malicious	programs	can	be	easier	to	run	for	users	without	noticing	their	presence	on	the	device.	Signs	of	malicious	software	on
your	Android	phone,	if	you	notice	something	similar,	your	phone	can	be	infected:	you	are	constantly	displayed	by	ads	no	matter	which	application	you	are	using.	You	install	the	program,	then	the	badge	disappears	immediately.	It	flows	much	faster	than	usual.	You	see	phone	programs	you	won't	recognize.	These	are	all	anxious	signs	that	mean	you
should	continue	to	investigate.	The	programs	monitoring	on	Android	phones	is	another	type	of	malware.	Victims	usually	see	locked	files	where	they	cannot	be	used.	In	the	pop	window,	you	usually	have	to	pay	bitcoins	to	regain	them.	MostBauer	said	that	ransomware	can	only	save	files	to	external	memories,	such	as	photos.	What	mobile	software	can
do	with	your	phone,	you	are	not	satisfied	with	persistent	advertising,	mobile	malware	can	access	private	information.	Usually	the	targets	are:	bank	data	tube's	phone	number	or	tube	contacts	and	mailing	lists	Android	phones	infected	with	Anubis	Bank	Troyan	can	save	invisible	passwords	included	by	users.	With	the	kind	authorization	of	Hacker
Lookout,	this	information	can	use	this	information	for	various	malicious	tasks.	You	can	commit	identity	theft	with	banking	information.	For	example,	Trojan	Anubis	banks	on	it	by	forcing	users	to	access	Android	phone	access	functionality.	This	allows	the	malware	to	save	every	application	and	text,	including	passwords.	After	authorization,	the
permission	on	the	screen	is	completely	invisible	malware	without	signs	that	something	is	harmful	when	registered	with	accounts.	Hackers	can	also	use	malware	to	collect	and	sell	device	information	until	they	are	swamped	with	Robokal,	messages	and	oh	yes,	more	ads;	You	can	send	links	to	all	contacts	in	your	contact	list	for	more	malware.	If	you
suspect	that	the	automatic	call	machine	has	already	saved	your	information,	you	can	see	what	your	phone	service	provider	offers	to	minimize	annoying	calls.	For	example,	T-Mobile,	Sprint,	and	Metropcs	customers	can	access	the	Shield-Free	Scam	application	announced	in	July.	If	you	believe	your	Android	device	already	has	malware	or	just	want	to
protect	you,	stop	malware	on	your	Android	phone,	there	are	clear	steps	you	can	do.	Update	your	phone	software	first.	The	constantly	available	operating	system	and	updated	applications	are	one	of	the	most	important	steps	that	security	professionals	can	take	to	protect	their	devices	and	accounts.	If	your	phone	already	has	malware,	software	updates
can	shut	down	the	phone	manufacturer,	prevent	access	to	android	10	or	next	android	11	spam	and	malware.	Updates	can	also	prevent	malware.	In	game	only:	Checks	for:	Android	11:	What's	new	in	the	public	beta.	So	check	what	your	apps	allow.	Can	the	game	send	text	messages?	This	is	probably	not	necessary	and	could	be	a	warning	sign,	Bauer
said.	During	the	installation	of	the	applicationFurthermore.	Removing	apps	you	think	are	harmful	can	be	sensitive.	Sometimes	it	is	possible	to	decommission	the	application,	delete	and	run	the	application.	Other	malicious	applications	will	give	them	permission	from	the	carrier	so	they	cannot	be	removed	without	further	steps.	If	you're	having	trouble
deleting	a	particular	app,	you	can	try	finding	it	online	and	find	out	what	works	for	other	people.	You	can	also	consider	uploading	antivirus	applications.	These	services	can	sometimes	slow	down	your	phone	and	have	more	access	to	your	phone	to	identify	malware,	so	you	need	to	choose	someone	you	trust.	And	you	probably	want	to	go	for	a	paid	option
if	possible,	unlock	the	best	features	and	prevent	additional	ads.	You	have	to	face	something	wrong.	At	least	if	you	think	you	already	have	malware	installed,	you	can	use	a	well-known	program	like	Malwarebytes,	Norton,	Lookout	or	BitDefender	to	scan	your	device.	Finally,	you	can	get	rid	of	or	avoid	Android	applications	downloaded	from	third-party
app	stores.	These	applications	are	not	controlled	by	Google	and	you	can	secretly	enter	your	phone	for	more	easily	malicious	software.	Google	won't	catch	everything	before	it	goes	to	your	phone	because	messages	about	malware	applications	are	deleted,	but	the	official	Google	Play	Store	has	a	direct,	direct	reporting	of	the	problems	you	face	-	another
line	of	defense.	defence.




